POLI CY ON SOFTWARE THEFT, UNAUTHORI ZED ACCESS, AND VANDAL| SM
DEPARTMENT COF COVPUTER | NFORVATI ON_SYSTENS

Sof t war e Defi ned

Software wi Il be considered as any data, information, designs,

or ideas, which were, are, or are intended to becone, conputer
files, prograns, systens of prograns, or related input or

out put data. It may be recorded in any form including

el ectronically, magnetically, optically, or on paper, and may

or may not be |ocated inside a conputer system as such. For purposes
of this policy, the software in question is any owned, used or
created within the scope of the instructional or adm nistrative
operations of the University.

Sof t ware Theft

Software theft will be considered as the unauthorized

acqui sition of ANY conmputer software as defined above, by any

nmeans, where permi ssion or license is not expressly given to

the person acquiring it by the owner/creator of that software.

This includes software owned or created by students, the

University, as well as any other software (either comrercially

or privately created) which is used in or for University | abs,

of fices or courses.

Exanpl es of software theft may include but are not limted to

the foll ow ng:
1. Copying software from University equi pnent for private use.
2. Renpving software packages fromlabs or offices or other
pl ace of storage w thout perm ssion, or installing where not
aut hori zed by University personnel.
3. Acquiring wthout perm ssion soneone el se's systens, disks,
progranms, files, notes, or designs, fromtheir place of storage
or di sposal. For purpose of this definition, it does not natter
whet her the software materials obtai ned were conpl ete, working,
prelimnary, or discarded.

Unaut hori zed Access

Unaut hori zed access is gaining access into any conputer, network,
storage nmedium system or sub-system program file, user area or
ot her private repository where software may reside, w thout the
express perm ssion of the owner of the software. Cases of docunenta
unaut hori zed access wll be treated the sane as cases of theft.

(conti nued)



Sof tware Vandal i sm
Vandalismw || be considered to be any willful and unauthorized
tanpering or contam nations introduced which potentially or actually
cause alteration, disabling, or destruction of software or hardware
bel onging to another. In general, the degree of vandalismw | be
judged not by the original intent or apparent innocence of the
tanpering, but by the potential scope and severity of damage,
regardl ess of actual damages. This definition also includes the
Wil I ful introduction of conmputer viruses or any parasitic or self-
propagating prograns into files, systens, or networks. This applies
whet her done personally or through others. In the case of virus-type
vandalism the incident will be treated as though it were a case of
extensi ve and nalici ous damage, regardl ess of the degree of actual
damages i ncurr ed.

Oficial Position on Viol ations

Software theft, unauthorized access, or vandalismw ||l be reported as
CRI MES to the canmpus police, Dean of Students, and other authorities
as appropriate. Violators will be subject to State |law, as well as

all pertinent University policies, including potential disciplinary
probation, dismssal fromcourses, failing grade in courses, and
expul sion fromthe University.

Oficial Action to be Taken on Viol ations
| . When a case of software theft, unauthorized access, or vandalism
is reported or suspected, the |ab manager, departnent head

and/ or Dean of the College wll be notified and will conduct a
prelimnary investigation.
Il1. The prelimnary investigation will determ ne the facts regarding

the nature of the case, probable suspects, degrees of proof, and
extent of damage done. A determ nation will be nmade by the
prelimnary investigators whether to recomend filing charges
with the police and University authorities.

I11. If the incident is turned over to the police and Dean of
Students, the head of the departnent involved and the |ab
manager will work closely with the University authorities to
assist in the investigation and determ nation of extent of
prosecution and/ or puni shnent.



